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Course Description

Overview
Sports and special events often operate through a principle of open public access or 
providing fan-friendly environments for high-population densities, which can increase the 
vulnerability to intentional attacks. In addition, venues and events are recognizable, 
increasing the potential attractiveness to an adversary. No communities are immune to 
the natural, technological, or human-caused threats facing their sports and special 
events. Any disruption to these facilities or events could have major short and long-term 
impacts on the sponsoring organization as well as the hosting community; resulting in 
significant economical and reputation damage. The proposed course goal is to bring 
together first responders, government, and commercial facilities personnel in an effort to 
protect these critical pieces of community infrastructure.

Scope
The overall goal for this training is to provide participants with tools and methodologies 
for conducting venue-specific and event-specific risk assessments. In the course, 
participants will utilize assessment outputs to make risk mitigation decisions and 
determine how to adequately measure the effectiveness of decision-making. This 
innovative training will introduce methodologies designed to complement and expand on 
national critical infrastructure framework guidelines. The interdisciplinary course stresses 
the importance of leveraging and applying proven practices to a wide-range of sport and 
special event safety and security risks.
The training is applicable across the United States regardless of the venue size, capacity, 
or type of event. Those who successfully complete this course should be able to use this 
training to develop or improve risk management and assessment programs for any sport 
or special event venue.

Course Goal
The overall goal for this course is to provide risk management and assessment tools and 
methodologies to venues and communities hosting sporting and special events.

Target Audience
The target audience for this course includes the following:

• Risk Managers • Facility Managers

• Venue Managers • Government

• Event Planners • Special Event Officers / Liaisons

• Venue Operations • Emergency Management
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Prerequisites
There are no prerequisites for this course.

Recommended Training
• AWR-167: Sport Event Risk Management
• IS-100: Introduction to the Incident Command System
• IS-200: ICS for Single Resources and Initial Action Incidents (ICS)
• IS-700: An Introduction to the National Incident Management Systems (NIMS)
• IS-800: National Response Framework, an Introduction

Course Length
This course is 15 hours.

Instructor-to-Participant Ratio
The recommended instructor-to-participant ratio for this course is 1 to 20, with a 
maximum of 42 participants.

Required Materials/Facilities
• Participant Guide
• Participant Packet
• Note-taking sheets (optional)
• Pre- and Post-Tests
• Registration forms
• Course assessment forms
• Name tents
• Dry-erase markers (6–8 black, blue, red – additional colors as desired)
• Pens
• Laptop
• Projector
• Projector screen
• Extension cord and power strip
• Audio equipment: sound system connections or portable laptop speakers
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Facilities should be set-up to facilitate discussion among participants. The diagram below 
depicts an effective set-up. If necessary, the instructional staff can provide a laptop and a 
projector. The delivery location must provide, at a minimum, a venue suitable for the 
course (i.e., classroom style, comfortable temperature, adequate lighting, clean 
whiteboards, etc.), the number of participants, tables and seating for team interactions, 
and a projection screen.

Certification Information
A Pre-Test and Post-Test are given to measure participants’ understanding and mastery 
of the material. Participants are required to score a 70% or better on the Post-Test and 
attend 80% of the course hours in order to receive a course certificate of completion.

Reference List
• Department of Homeland Security. Developing and Maintaining Emergency

Operations Plans: Comprehensive Preparedness Guide (CPG) 101. Version 2.0.
November 2010.

• Department of Homeland Security. National Incident Management System. 3rd
Edition. October 2017.

• Department of Homeland Security. National Infrastructure Preparedness Plan:
Partnering for Critical Infrastructure Security and Resilience. 2013.
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• Department of Homeland Security. National Preparedness Goal. 2nd Edition.
September 2015.

• Department of Homeland Security. National Response Framework. 3rd Edition. 1
June 2016.

• The University of Southern Mississippi. Commercial Sports and Entertainment
Facilities Safety and Security Best Practices Guide. 4th Edition. 2018. Retrieved
from https://www.ncs4.com/about/best-practices.

Evaluation Strategy
Each course is concluded with a survey of individual participants using the 
DHS/FEMA/NTED Kirkpatrick Level I evaluation form, which utilizes a 5-point Likert-Type 
scale to evaluate the course, instructor performance, and course benefit. Kirkpatrick 
Level II evaluations are conducted through the administration of Pre- and Post-Test 
exams. Level III evaluations will be conducted by telephone or email surveys.

Course Schedule
Day 1

Module 0 Course Introduction 1.5 hours

Module 1 Risk Management Overview 2 hours

Module 2 Identifying Threats and Assessing Risk 3 hours

Module 3 Risk Mitigation Strategies 1.5 hours

Day 2

Module 4 Measuring Effectiveness 2 hours

Module 5 Capstone 4 hours

Module 6 Post Assessment and Evaluation 1 hour

https://www.ncs4.com/about/best-practices
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Course Structure/Content Outline
Module 0: Course Introduction
• Course goal.
• Course administration requirements and techniques.
• Pre-test.
Module 1: Risk Management Overview
• Key terminology for risk management.
• Critical Infrastructure for Risk Management Framework for event and venue

operations.
• Impacts of Governance on risk management.
• Impacts of guidelines, policies, and procedures on risk management.
• Impacts of culture and values on risk management.
• Levels of risk tolerance for organizational risk management.
Module 2: Identifying Threats and Assessing Risk
• Information gathering tools for risk and vulnerability assessments.
• Department of Homeland Security (DHS) threat categories.
• Physical, Cyber, and Human elements for managing event and venue risk.
• Risk assessment using the Critical Infrastructure for Risk Management Framework.
• Risk assessment team development using the Critical Infrastructure for Risk

Management Framework
• Resource identification for managing risks at events.
• Evaluating event and venue risks.
Module 3: Risk Mitigation Strategies
• Quantitative and qualitative data sets related to risk assessment tools.
• Threat comparison based on likelihood and consequences.
• Mitigation strategies for venue risks.
• Mitigation strategies for event risks.
Module 4: Measuring Effectiveness
• Trends and data analysis for measuring effectiveness of risk mitigation.
• Information sharing used in measuring effectiveness of risk mitigation.
• Training and exercises used in measuring effectiveness of risk mitigation.
• Historical incident lessons learned for measuring effectiveness of risk mitigation.
Module 5: Capstone
• Evaluating threats and risks for an event.
• Evaluating threats and risks for a venue.
• Prioritizing identified risks for an event at an identified venue.
• Risk mitigation strategies for an event hosted at an identified venue.
Module 6: Post Assessment and Evaluation
• Course summary.
• Course evaluation.
• Post-test.
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Module 0: Introduction

Scope Statement
The purpose of this module is to provide an overview of course topics, administration, 
and the requirements for course completion credit.

Terminal Learning Objective (TLO)
Upon successful completion of this module, participants will be able to state the course 
goal and objectives and what is required to receive credit for participating in this course.

Enabling Learning Objectives (ELO)
1. State the course goal.
2. Describe the course administration requirements and techniques employed.
3. Complete the Pre-Test as a baseline assessment of knowledge.

Lesson Topics
• Course goal
• Course target audience
• Course delivery methods
• Course administration requirements: schedule, safety, examinations, evaluations

Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion.

Assessment Strategy
The Pre-Test establishes a baseline of participant knowledge of course materials. There 
is no passing score.

Practical Exercise (PE) Statement
A Pre-Test is administered.
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Module 1: Risk Management Overview
Scope Statement
The goal of this module is to define foundational risk management principles and 
concepts and introduce participants to the Critical Infrastructure Risk Management 
Framework for creating a comprehensive risk management strategy for events and 
venues. This module will enable participants to describe the impact of Governance, 
examine the impact of guidelines, policies, and procedures, and discuss the impact of 
culture and values on risk management. This module will also allow participants to 
evaluate the levels of risk tolerance in organizational risk management.
Terminal Learning Objective (TLO)
Upon successful completion of this module, the participant will be able to describe 
foundational risk management principles and concepts for creating a comprehensive risk 
management strategy.
Enabling Learning Objectives (ELO)
1. Define key terminology for risk management.
2. Recognize the Critical Infrastructure Risk Management Framework for event and

venue operations.
3. Describe the impact Governance has on risk management decisions.
4. Examine the impact guidelines, policies, and procedures have on risk management

decisions.
5. Discuss the impact culture and values have on risk management posture.
6. Evaluate the levels of risk tolerance for organizational risk management.
Lesson Topics
• Risk Management Terminology
• Critical Infrastructure Risk Management Framework
• Governance
• Guidelines, policies, and procedures
• Culture and values
• Levels of Risk Tolerance
Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion. Key 
concepts are reinforced through appropriate examples and current events as well as a 
directed activity.
Assessment Strategy
The instructor will observe participant contributions, team output, and reinforce module 
objectives by applying lesson topics to the activity.
Practical Exercise (PE) Statement
The purpose of this module’s activity is to gauge participant knowledge of risk 
management terminology and the impact of Governance, guidelines, policies, 
procedures, and culture and values on risk management.
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Module 2: Identifying Threats and Assessing Risk
Scope Statement
The goal of this module is to assist participants as they identify and assess event and 
venue risks using the Critical Infrastructure Risk Management Framework. Participants 
will be able to give examples of information gathering tools for identifying threats and 
discussing the elements for event and venue risk management. This module will guide 
participants in developing risk assessment teams, identifying resources needed, and 
evaluating event and venue risks.
Terminal Learning Objective (TLO)
Upon successful completion of this module, the participant will be able to identify and 
assess event and venue specific risks using the Critical Infrastructure Risk Management 
Framework.
Enabling Learning Objectives (ELO)
1. Discuss the elements of the Critical Infrastructure Risk Management Framework

and how they apply to identifying threats and assessing risk.
2. Develop a risk assessment team for events and venues using the Critical

Infrastructure Risk Management Framework.
3. Identify key resources and infrastructure for events and venues using the Critical

Infrastructure Risk Management Framework.
4. Identify threat categories per DHS criteria.
5. Assess and analyze risk for events and venues using the Critical Infrastructure Risk

Management Framework.
Lesson Topics
• Risk and vulnerability assessment tools
• Department of Homeland Security (DHS) threat categories
• Elements for risk management
• Key resources and infrastructure
• Critical Infrastructure Risk Management Framework
• Risk assessment team
• Resource identification
• Event and venue risk identification
Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion. Key 
concepts are reinforced through appropriate examples and current events as well as a 
directed activity.
Assessment Strategy
The instructor will observe participant contributions, team output, and reinforce module 
objectives by applying lesson topics to the activity.
Practical Exercise (PE) Statement
The purpose of this module’s activity is to use the Critical Infrastructure Risk 
Management Framework in assessing event and venue risks.
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Module 3: Risk Mitigation Strategies

Scope Statement
The goal of this module is to enable participants to prioritize risks and develop mitigation 
strategies for enhancing preparedness and protective measures for events and venues. 
Participants will define data related to risk assessment tools, address the likelihood and 
consequences of threats, and develop mitigation strategies for identified venue and 
event risks.

Terminal Learning Objective (TLO)
Upon successful completion of this module, the participant will be able to prioritize risks 
and develop mitigation strategies related to events and venues for enhancing 
preparedness and protective measures.

Enabling Learning Objectives (ELO)
1. Categorize risk types and distinctions based on the characteristics of being

preventable, internal, or external.
2. Evaluate risk mitigation options for a given scenario.
3. Develop mitigation strategies for identified venue risks.
4. Develop mitigation strategies for identified event risks.

Lesson Topics
• Quantitative and qualitative data
• Threat likelihood and consequence
• Mitigation strategies for venue risks
• Mitigation strategies for event risks

Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion. Key 
concepts are reinforced through appropriate examples and current events as well as a 
directed activity.

Assessment Strategy
The instructor will observe participant contributions, team output, and reinforce module 
objectives by applying lesson topics to the activity.

Practical Exercise (PE) Statement
The purpose of this module’s activity is to compare threats based on likelihood and 
consequence and develop mitigation strategies for event and venue risks.
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Module 4: Measuring Effectiveness 

Scope Statement
The goal of this module is to prepare participants to identify and evaluate the 
effectiveness of risk mitigation for continuous improvement. Participants will examine 
how the effectiveness of risk mitigation strategies can be done through trends and data 
analysis and information sharing. This module will also promote the discussion of training 
and exercises and historical incident lessons learned for determining risk mitigation 
strategy effectiveness.

Terminal Learning Objective (TLO)
Upon successful completion of this module, the participant will be able to identify and 
evaluate the effectiveness of risk mitigation for continuous improvement.

Enabling Learning Objectives (ELO)
1. Examine how trends and data analysis can be used for measuring the effectiveness

of risk mitigation strategies.
2. Examine how information sharing can be used for measuring the effectiveness of

risk mitigation strategies.
3. Discuss how mitigation strategies can be evaluated through training and exercises.
4. Evaluate incident lessons learned to determine the effectiveness of risk mitigation

strategies.

Lesson Topics
• Trends and data analysis
• Information sharing
• Training and exercises
• Historical incident lessons learned

Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion. Key 
concepts are reinforced through appropriate examples and current events as well as a 
directed activity.

Assessment Strategy
The instructor will observe participant contributions, team output, and reinforce module 
objectives by applying lesson topics to the activity.

Practical Exercise (PE) Statement
The purpose of this module’s activity is to measure the effectiveness of risk mitigation 
strategies through trends and data analysis, information sharing, training and exercises, 
and lessons learned from historical incidents.
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Module 5: Capstone
Scope Statement
The goal of this module is to combine foundational knowledge of risk management 
principles and concepts, elements for identifying threats and assessing risks, risk 
mitigation strategies, and methods for measuring the effectiveness of risk mitigation in 
response to an event at a local venue of the participants’ choice.

Terminal Learning Objective (TLO)
Upon successful completion of this module, the participant will be able to identify threats, 
assess risk, develop mitigation strategies, and discuss continuous improvement 
opportunities for an event or venue of the participants’ choice.

Enabling Learning Objectives (ELO)
1. Evaluate threats and risks specific to an identified local venue.
2. Evaluate threats and risks specific to an event hosted at the identified local venue.
3. Prioritize identified risks to an event hosted at the identified local venue.
4. Develop risk mitigation strategies for an event hosted at the identified local venue.
5. Discuss the effectiveness of risk mitigation strategies for an event hosted at the

identified local venue.

Lesson Topics
• Threats and risks to venues
• Threats and risks to events
• Risk prioritization
• Risk mitigation strategy development
• Risk mitigation strategy effectiveness

Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion.

Assessment Strategy
The instructor will observe participant contributions during the discussions.

Practical Exercise (PE) Statement
The purpose of the capstone activity is to provide participants the opportunity to evaluate 
and prioritize risks and threats to events and venues, develop risk mitigation strategies 
for an event, and discuss the effectiveness of risk mitigation strategies for an event by 
way of a functional role-playing, scenario-based exercise tailored to the participants’ 
local events and venues.
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Module 6: Post-Assessment and Evaluation

Scope Statement
This module is a brief summary of the course. Participants will also complete the course 
evaluation and take the Post-Test.

Terminal Learning Objective (TLO)
Upon successful completion of this module, participants will be able to explain key points 
related to the topics covered in the course.

Enabling Learning Objectives (ELO)
1. Summarize principles and concepts provided in the course.
2. Complete the Course Evaluation Form.
3. Complete the Post-Test as a final assessment of knowledge.

Lesson Topics
• Course summary
• Course evaluation
• Post-Test

Instructional Strategy
This module is delivered through facilitated lecture and interactive discussion.

Assessment Strategy
The instructor will observe participant contributions during the discussions.

Practical Exercise (PE) Statement
A Post-Test is administered.
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